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Summary:

The accused was charged with possession of child pornography and making available child

pornography. The accused brought an application, alleging several violations of his rights under

the Charter.

The Saskatchewan Court of Queen's Bench, in a decision reported at 361 Sask.R. 1, dismissed

the application. The accused was found guilty of possession of child pornography and not guilty

of making available child pornography. The accused appealed the conviction. The Crown

appealed the acquittal.

The Saskatchewan Court of Appeal, in a decision reported at 377 Sask.R. 280; 528 W.A.C.

280, dismissed the accused's appeal, allowed the Crown's appeal and ordered a new trial. The

accused appealed.

The Supreme Court of Canada dismissed the appeal, affirmed the conviction on the possession

count and upheld the Court of Appeal's order for a new trial on the making available count.

Civil Rights - Topic 1508

Property - General principles - Expectation of privacy - [See Civil Rights - Topic 1642].

Civil Rights - Topic 1642

Property - Search and seizure - Search - What constitutes - The accused brought an application,

alleging that the actions of the officer in obtaining the accused's identity and address without

a search warrant from Shaw Communications represented an unreasonable search and search

contrary to s. 8 of the Charter - The officer had used software to obtain the internet protocol

(IP) addresses of computer sharing files containing apparent child pornography and from that

IP address one could readily determine the particular internet service provider (in this case,

Shaw) - The officer made a law enforcement request to Shaw who complied with the identity

of the IP address's user, i.e., the accused - The Supreme Court of Canada held that what the

police did to obtain the subscriber information matching the IP address was a search or seizure

within the meaning of s. 8 of the Charter - This turned on whether the accused had a

reasonable expectation of privacy in the information provided to the police by Shaw - The



police request to Shaw for subscriber information corresponding to specifically observed,

anonymous internet activity engaged a high level of informational privacy - There was a

reasonable expectation of privacy in the subscriber information - The disclosure of this

information will often amount to the identification of a user with intimate or sensitive

activities being carried out online, usually on the understanding that these activities would be

anonymous - A request by a police officer that an ISP voluntarily disclose such information

amounted to a search - See paragraphs 15 to 67.

Civil Rights - Topic 1646

Property - Search and seizure - Unreasonable search and seizure defined - The accused was

charged with possession of child pornography and making available child pornography - The

accused brought an application, alleging that the actions of the officer in obtaining the

accused's identity and address without a search warrant from Shaw Communications

represented an unreasonable search and search contrary to s. 8 of the Charter - The officer had

used software to obtain the internet protocol (IP) addresses of computer sharing files

containing apparent child pornography and from that IP address one could readily determine

the particular internet service provider (in this case, Shaw) - The officer made a law

enforcement request to Shaw who complied with the identity of the IP address's user, i.e., the

accused - The trial judge dismissed the application - The Court of Appeal allowed an appeal,

relying on the combined effect of s. 487.014 of the Criminal Code and s. 7(3)(c.1)(ii) of the

Personal Information Protection and Electronic Documents Act (PIPEDA) to find the search

lawful - The Supreme Court of Canada held that the search violated s. 8 of the Charter where

it was not lawful - Neither s. 487.014(1) of the Code, nor the PIPEDA created any police

search and seizure powers - Section 487.014(1) was a declaratory provision that confirmed the

existing common law powers of police to make enquiries - The PIPEDA was a statute whose

purpose was to increase the protection of personal information - Here, the police did not have

the power to conduct a search for subscriber information in the absent of exigent

circumstances or a reasonable law and they did not gain a new search power through the

combination of a declaratory provision and a provision enacted to promote the protection of

personal information - See paragraphs 68 to 74.

Civil Rights - Topic 8368

Canadian Charter of Rights and Freedoms - Denial of rights - Remedies - Exclusion of

evidence - The accused was charged with possession of child pornography and making

available child pornography - The accused brought an application, alleging that the actions of

the officer in obtaining the accused's identity and address without a search warrant from Shaw

Communications represented an unreasonable search and search contrary to s. 8 of the Charter

- The officer had used software to obtain the internet protocol (IP) addresses of computer

sharing files containing apparent child pornography and from that IP address one could readily

determine the particular internet service provider (in this case, Shaw) - The officer made a law

enforcement request to Shaw who complied with the identity of the IP address's user, i.e., the

accused - The Supreme Court of Canada held that the search violated s. 8 of the Charter where

it was not lawful - However, after applying the factors in R. v. Grant (D.) (SCC 2009), the

court declined to exclude the evidence - Firstly, the police conduct could not be characterized

as either "wilful or flagrant disregard of the Charter" - Secondly, the impact of the Charter-



infringing conduct on the accused was serious - Thirdly, given the seriousness of the charges,

there was a heightened interest in seeing a determination of the merits - Balancing the three

factors, exclusion of the evidence rather than its admission would bring the administration of

justice into disrepute - See paragraphs 75 to 81.

Criminal Law - Topic 575.2

Sexual offences, public morals and disorderly conduct - Public morals - Obscenity -

Distribution of child pornography (incl. making available, possession for the purpose of

distribution or sale, etc.) - The accused obtained a number of computer files containing child

pornography, both pictures and video, from others over the internet through his use of file-

sharing software, i.e., "LimeWire" - He retained the files he had downloaded in a "shared"

folder on his personal computer and others were able to view and download his collection of

child pornography using the same or similar file-sharing software - The trial judge convicted

the accused of possession of child pornography - The trial judge found that the accused did not

have the requisite intent to share his child pornography files with others and therefore acquitted

the accused on the charge of making available child pornography (Criminal Code, s. 163.1(3))

- The Crown appealed the acquittal, asserting that the trial judge erred by finding that passively

allowing file sharing to occur did not meet the mens rea requirements of the offence but that

an accused had to have taken active steps to make child pornography available - The Court of

Appeal allowed the appeal and ordered a new trial - The trial judge's conclusion that the mens

rea element of s. 163.1(3) required that an accused knowingly make available child

pornography was correct - However, the trial judge erred in finding that a "positive step or

action" was required to meet the mens rea requirement - He erred because "he misapprehended

the plain meaning of the text of s. 163.1(3), misapprehended Parliament's intention in creating

the offence under s. 163.1(3) and misapprehended the characteristics of the offence in the

context of file sharing over the Internet" - The Supreme Court of Canada upheld the Court of

Appeal's order for a new trial on the making available count - See paragraphs 82 to 86.

Trade Regulation - Topic 9404

Protection of personal information and electronic documents - General - Application and

interpretation of legislation (e.g., Personal Information Protection & Electronic Documents

Act) - [See Civil Rights - Topic 1646].
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This appeal was heard on December 9, 2013, by McLachlin, C.J.C., LeBel, Abella, Rothstein,

Cromwell, Moldaver, Karakatsanis and Wagner, JJ., of the Supreme Court of Canada. The



following judgment of the Supreme Court was delivered in both official languages by Cromwell,

J., on June 13, 2014.

Appeal dismissed.
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